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Abstract

Automated testing is an essential part in the software
development process. It requires, however, the system
under test (SUT) to be at least partially implemented.
Also the practical verification of the test cases them-
selves cannot start before the SUT is available. Based
on the usage of Colored Petri Nets (CPNs) as a spec-
ification tool and their integration with TTCN-3, we
present an approach allowing test case application
and validation already before the start of the im-
plementation phase. As an additional benefit, the
well-defined semantics of CPNs enforces a more com-
plete, explicit, and consistent system specification.
Since CPNs also provide an intuitive visual represen-
tation of the model, they facilitate communication of
the system specifications among various stakeholders
throughout the development process. To gain more
confidence in the correctness of the specification as
well as the test implementation, the new idea was
to apply identical TTCN-3 tests already in the sys-
tem specification phase against the formal, executable
CPN model and again later against the implemented
system. The implementation of the described ap-
proach is based on the development of the machine
control software for banknote processing systems.

Introduction

The software architecture of a banknote processing
machine is split into several dedicated hardware con-
trollers and a central system control component. All
components are connected through the CAN bus. The
system control provides a human-machine interface
and the overall coordination of the distributed hard-
ware controllers. Its specification is a major devel-
opment step and of central importance for the over-
all operation of the system. Ensuring its correctness
is therefore very critical for the success of the devel-
opment project. This makes usage of a formal de-
scription language desirable when it comes to trans-
lating the verbal and often imprecise stakeholder re-
quirements into complete and consistent system spec-

ifications. As a further quality assurance measure, the
consistent application of (automated) tests as early as
possible in the development process is desirable. This
was the motivation for devising a new system speci-
fication and testing approach based on Colored Petri
Nets.

Current System Specifications Practice

In accordance with standard system development
models like the V-Model, in the first phase all stake-
holder requirements are verbally defined and col-
lected. While plain Word documents have been used
in the past, this step is now supported by the dedi-
cated requirements management software DOORS [3].
By their very nature, however, these verbal stake-
holder requirements descriptions of the banknote pro-
cessing system are often vague, prone to ambiguities
and conflicts in stakeholder interests may even result
in inconsistent requirements. For the more specific
and detailed definitions necessary in the subsequent
system specifications phase, formal descriptions with
extended finite state machines (EFSMs) are suitable
and established for describing the real-time hardware
controllers’ behavior and for automatic code genera-
tion from the models. Together, the individual hard-
ware controllers represent a distributed system coordi-
nated by the central system control component. Since
the description of concurrency is not supported by in
the notation of EFSMs, they are only of very limited
use for modeling distributed systems. Therefore, only
informal methods like flow charts have been used so
far for the system control component specification in
the design and implementation phase.

Colored Petri Nets and MBT

To employ model-based testing (MBT) [1] success-
fully, the tools used for model-based design (MBD)
should be simultaneously mathematically rigorous
and facilitate an easy understandable visual represen-
tation of the application domain at hand. Both is
supported by Colored Petri Nets and provided by the
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Figure 1: Automated testing in the development pro-
cess according to the V-Model.

used software CPN Tools [5]. Its use in a MBT sce-
nario, however, is not directly supported.

The two major benefits of CPN models are that
they allow for a better system specifications quality
and an early availability of validated test cases. Im-
proved system specifications (which are also the ul-
timate reference for the test cases) are assisted by
CPN Tools in multiple ways. First, CPN models
have, unlike the previously employed flow charts, an
explicit and thus executable semantics. The possi-
bility to execute simulations with the model allows
manual as well as automated testing already in the
system specification phase (see Figure 1). This signif-
icantly reduces the risk of any ambiguities and subse-
quent misunderstandings of the system specifications
among different stakeholders and developers. Addi-
tionally, CPN Tools provides various possibilities to
analyze the inherent properties of the CPN model. In
particular, the state space tool [4] supports analysis
such as boundedness (integer and multi-set bounds for
place instances), liveness (dead markings, dead/live
transition instances), and fairness (impartial/fair/just
transition instances) properties or the identification of
home markings.

In parallel to the system specifications, the
TTCN-3 [2] tests were created, specifying exemplary
interactions of the distributed components on the level
of individual CAN messages. These tests are designed
to check the message flow in the implemented system
between central system control and distributed hard-
ware controllers. Due to the availability of an exe-
cutable model, the defined test cases can then already
be applied to the specifications. Being then also prac-
tically validated, the same test-cases can then also be
reused in later testing phases. An early availability
of validated test cases can be of particular benefit in
an agile software development scenario in which sys-
tematic testing of daily builds is an essential part and
should not be hampered by the need to check the test
cases themselves in case of reported errors. It should
be emphasized that the usage of CPNs for system
specifications does not necessarily aim at more fine
granular definitions, but primarily at ensuring con-

sistency, completeness, and correctness of the specifi-
cations at a certain (arbitrary definable) granularity
level.

Colored Petri Net Specification of the
System Control Component

Modeling and simulation of distributed systems is the
established application domain of CPNs. The ba-
sic building blocks of CPN models (i.e., places and
transitions) allow for a rather intuitive notation. The
places, occupied by a multi-set of tokens of the cor-
responding type, define the current state of the CPN
model. Transitions connect the places and define the
set of possible state changes. The models can be de-
signed so that the visible places and transitions have
a very close correspondence to the elements and pro-
cesses, respectively, of the application domain (here:
banknote processing). Technical details, for instance
the implementation of the message exchange with ex-
ternal tools, can be hidden in sub-nets using a hierar-
chical decomposition of the Colored Petri Net archi-
tecture.

The behavior of the central system control compo-
nent of the machine is implemented in CPN Tools,
while the behavior of the single hardware controllers
(e. g., for sensor or engine control) is specified at the
level of individual CAN messages in a TTCN-3 test
case. In our approach, behavior of the central sys-
tem control component has been specified for selected
banknote processing applications in CPN Tools, at a
more abstract level than individual CAN messages.
Therefore a single transition in the CPN model is of-
ten represented by an aggregated block of CAN mes-
sages send from (and to) the system components (i.e.,
TTCN-3 test case). This allows to use the CPN model
also at a more abstract level than individual CAN
messages, which is most appropriate for the system
specifications phase.

Connecting CPN Tools with TTCN-3

For the software integration of the central system con-
trol model with the TTCN-3 test case, CAN mes-
sages have to be exchanged between the CPN Tools
and the TTCN-3 executable. Execution of the CPN
model and the test case is triggered by the exchange
of CAN messages with the TTCN-3 test automation
platform. The necessary connection of both has been
implemented using TCP/IP connections. At the CPN
Tools interface, the library Comms/CPN has been
used which allows TCP/IP based message exchange.
On the TTCN-3 side we had to exchange the codec
and the adapter to work with TCP/IP and string en-
coded messages rather than binary messages through
a CAN hardware box, see Figure 2(a). In addition,
the necessary encode and decode functions had to be
provided. CPN Tools acts then as the server and the
TTCN-3 executable connects as client. A dedicated
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Figure 2: Coupling of a single TTCN-3 test case with
the CPN model for the system specifications (a) and
the implemented system (b).

port is used for the message exchange of the system
control component with each hardware controller. On
the CPN Tools side, incoming and outgoing CAN mes-
sages are buffered and queued in a place until they are
asynchronously processed by the system control model
and network processing sub-net, respectively. Being
validated with the CPN model in the system specifica-
tion phase, the TTCN-3 test cases can be reused for
the implemented system without any further modi-
fications, see Figure 2(b). The only requirement is
to exchange the TCP/IP adapter of TTCN-3 with a
CAN adapter.

Evaluation of the Developed Approach

A key customer requirement for banknote processing
systems, particularly in the high-end market, is their
availability and reliability. Our prime motivation for
coming up with the presented approach was thus fur-
ther quality improvement of the software design and
development process. The experiences we have gained
so far with the new approach show a series of ad-
vantages: The necessity to define the specifications
as an executable CPN model revealed some ambigu-
ities and gaps in the activity diagram documents of
the system specifications. So a number of actual and
potential errors could be prevented or detected and
corrected at an earlier stage of the development pro-
cess. Also the possibility to execute manual simula-
tions and automated tests with the model revealed
some systems specifications’ shortcomings that would
otherwise have been detected only in later develop-
ment stages or, in the worst case, at the customer
site. Additionally, any prevention and earlier identifi-
cation of errors also reduces the resources required in
later stages of the development process.

On the downside, however, more time and resources
have to be spend for the system specification phase:
Besides any one-time efforts for training with the CPN
software, using a CPN model for the specifications re-

quires inherently more time than less formal and less
explicit methods like activity diagrams. Primarily,
this does neither depend on the usability of the CPN
software, nor are the CPN specifications at a more fine
granular level. The CPN model does, however, require
a complete, explicit and thus unambiguous definition
of every aspect that is included in the specifications
at a certain level of detail.

We have not yet tried to make a quantitative esti-
mation of the resources additionally spend and saved
with our new approach. However, since the quality
of the banknote processing systems is of prime impor-
tance, all processes for change requests, bug reporting,
tracking and fixing in the later stages of the devel-
opment process as well as for product maintenance
are strictly defined. These quality assurance methods
also result in relatively high efforts for any subsequent
software modifications. The additional investment in
the specification phase is therefore also likely to pay
off directly in monetary terms over the product life
cycle.

Possible Future Improvements

To make more efficient use of the benefits that come
along with our new approach, the obvious idea is to
automate some of the steps described above. Consid-
erable efficiency gains could be obtained if the CPN
specification tool would provide automated code gen-
eration or support for the design of the software archi-
tecture. This would require for instance an extension
of CPN Tools. Assuming a high-quality code gen-
erator, also the risk of implementation errors would
be further reduced. Next, tool support for auto-
matic generation of test-cases – as it is standard in
MBT – would contribute to a considerable reduction
of the necessary effort for these specifications and
could additionally facilitate a more extensive test cov-
erage. Furthermore, a library could be created for the
canonical translation of single transitions in the ab-
stract CPN model into blocks of several CAN mes-
sages which are more detailed. So far, these map-
pings have to be defined manually. Also still missing
in CPN Tools is support for revision control manage-
ment, supporting for instance a ’diff’ between differ-
ent versions of a CPN model. Since CPN Tools lacks
several features that are desirable for employing CPN
models in the software development process, it seem
worthwhile to investigate the available features of al-
ternative CPN software tools, including commercial
versions. One major feature of CPN Tools we have
not yet made use of in our models is the inclusion of
timing aspects. Besides logical correctness, this allows
to include also the specification and analysis of the
banknote processing system’s performance aspects.

Summary

An adequate and right level of abstraction is offered
by CPNs to formalize the system control component.



In addition, the used CPN Tools software provides
built-in functionality for state space analysis, simu-
lation statistics, or timing/performance aspects. If
desired, also manual interaction with the CPN model
is possible during execution of a test case. The avail-
ability of an executable SUT model already at the end
of the specification phase allows a much earlier appli-
cation of automated testing and a better verification
of the test cases themselves. When the real system
is implemented, two independent but interchangeable
SUT components are available. All this are valuable
quality improvements of the development process. Es-
pecially with additional automation and tool support,
the new approach is also likely to allow a significant
reduction of development time and costs while sup-
porting an improved quality.
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